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Abstract
Bringing clusters of computers into the mainstreamas
general-purposecomputingsystemsrequiresthat betterfa-
cilities for transparentremoteexecutionof parallel andse-
quentialapplicationsbedeveloped.While muchresearchhas
beendonein thisarea,mostof thiswork remainsinaccessible
for clustersbuilt usingcontemporaryhardwareandoperating
systems.Implementationsareeithertoo old and/ornot pub-
licly available, requireuseof operatingsystemswhich are
not supportedby modernhardware,or simply do not meet
thefunctionalrequirementsdemandedby practicalusein re-
al world settings.To addresstheseissues,wedesignedREX-
EC,a decentralized,secureremoteexecutionfacility. It pro-
videshigh availability, scalability, transparentremoteexecu-
tion, dynamicclusterconfiguration,decouplednodediscov-
ery andselection,a well-definedfailureandcleanupmodel,
parallelanddistributedprogramsupport,andstrongauthen-
tication andencryption. The systemis implementedandis
currentlyinstalledandin useon a 32-nodeclusterof 2-way
SMPsrunningtheLinux 2.2.5operatingsystem.

1 Intr oduction
We have designedandimplementeda new remoteexecution
environmentcalledREXEC 1 to addressthe lack of a suf-
ficient remoteexecutionfacility for parallel andsequential
jobson clustersof computers.Building on previouswork in
remoteexecutionandpracticalexperiencewith theBerkeley
NOW andMillennium clusters,the systemprovidesdecen-
tralizedcontrol,transparentremoteexecution,dynamicclus-
ter membership,decouplednodediscovery andselection,a
well-definederror and cleanupmodel, supportfor sequen-

1Our REXECsystemhasno relationto the4.2BSD rexecfunction,nor
doesit haveany relationto therexeccommandusedin theButler[13] system
or therexecfunctionin NEST[1].

tial programsas well as parallel and distributed programs,
anduserauthenticationandencryption.It takesadvantageof
modernsystemstechnologiessuchasIP multicastandma-
ture OS supportfor threadsto simplify its designand im-
plementation.It is implementedalmostentirelyat user-level
with smallmodificationsto theLinux 2.2.5kernel.Thesys-
temis currentlyinstalledandin useon a 32-nodeclusterof
2-waySMPsaspartof theUC Berkeley Millennium Project.

The restof this paperis organizedasfollows. In Section
2, we stateour designgoalsandassumptionsfor the REX-
EC system. In Section3, we describethe REXEC system
architectureandour implementationon a 32-nodeclusterof
2-waySMPsrunningtheLinux operatingsystem.In Section
4, we discussthreeexamplesof how REXEC hasbeenap-
plied to provide remoteexecutionfacilities to applications.
In Section5, we discussrelatedwork. Section6 describes
futurework andin Section7 weconcludethepaper.

2 DesignGoalsand Assumptions
In thissection,wedescribeourdesigngoalsandtheassump-
tionsmadein designingREXEC.Ourdesigngoalsarebased
onseveralyearsof practicalexperienceasusersof theBerke-
ley NOW cluster, a thoroughexaminationof previous sys-
temswork in remoteexecution,anda desireto combineand
extendkey featuresin eachof the systemsinto a singlere-
moteexecutionenvironment.Our goalsareasfollows:

� High availability. Thesystemshouldbehighly available
andprovide gracefuldegradationof servicein the pres-
enceof failures.� Scalability. As more nodesare addedandmore appli-
cationsarerun, remoteexecutionoverheadshouldscale
gracefully.� Transparent remoteexecution. Executionon remoten-
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odesshouldbeastransparentaspossible.� Minimal useof staticconfigurationfiles. Theremoteex-
ecutionsystemshouldrely on asfew staticconfiguration
filesaspossible.� Decoupleddiscoveryand selection. The processof dis-
covering which nodesare in the clusterandwhat their
stateis shouldbe separatedfrom the selectionof which
nodesto run anapplicationon.� Well-defined failure and cleanup models. The sys-
tem shouldprovide well-definedmodelsfor failure and
cleanup.� Parallel and distributed program support. The remote
executionenvironmentshouldprovide a minimal setof
hooksthatallow parallelanddistributedruntimeenviron-
mentsto bebuilt.� Security. Thesystemshouldprovide userauthentication
andencryptionof all communication.

Our assumptionsaretypical of remoteexecutionsystem-
s and not overly restrictingor extensive. Modern clusters
built usingoff-the-shelfhardwareandcontemporaryoperat-
ing systemsareeasilyconfiguredto satisfytheseassumption-
s. Our assumptionsareasfollows:

� Uniform file pathnames. We assumethatall sharedfiles
areaccessibleonall nodesusingthesamepathnamesand
thatmostlocal files on eachnodearealsoaccessibleun-
derthesamepathnames(e.g.,/bin/ls).� CompatibleOSandsoftware configurations. We assume
all nodesin the cluster run compatibleversionsof the
operatingsystemandhave compatiblesoftwareconfigu-
rations.� CommonuserID/accountdatabase. Weassumeeachus-
erhasauniqueuserID andanaccountwhich is thesame
onall thenodesin thecluster.

3 SystemAr chitecture
The REXEC systemarchitectureis organizedaroundthree
typesof entities:rexecd, a daemonwhich runson eachclus-
ter node; rexec, a client programthat usersrun to execute
jobsusingREXEC; andvexecd, a replicateddaemonwhich
provides nodediscovery and selectionservices(Figure 1).
Usersrun jobson thesystemusingtherexecclient. Therex-
ecclientperformstwo functions:(i) selectionof nodesbased
on userpreferences(e.g.,lowestCPU load) and(ii) remote
executionof the user’s applicationon thosenodesthrough
direct SSL-encryptedTCP connectionsto noderexecddae-
mons. REXEC is implementedandcurrently installedand
runningon a32-nodeclusterof 2-wayDell Poweredge2300
SMPsrunning a modified versionof the Linux 2.2.5oper-
ating system.In this section,we provide detailson the key
featuresof REXECandshow how thesefeaturesaddressour
designgoals.

3.1 DecentralizedControl

REXEC usesdecentralizedcontrol for graceful scaling of
systemoverheadasmoreclusternodesareaddedandmore
applicationsarebeingrun. Upon selectinga setof remote
nodesto run on, the rexecclient opensTCP connectionsto
eachof thenodesandexecutestheremoteexecutionprotocol
with therexecddaemonsdirectly. Thesedirectclient to dae-
mon connectionsallow the work (e.g., forwardingto stdin,
stdout,andstderr, networkingandprocessresources,etc.)of
managingtheremoteexecutionto bedistributedbetweenthe
rexec client andthe rexecddaemons.With a large number
of nodes,having a centralizedentity act asan intermediary
betweenusersandclusternodescaneasilybecomea bottle-
neckassinglenoderesourcesbecomeanissue.Our scheme
avoidsthis problemby distributing this work.

In addition to scalability, a decentralizeddesignby defi-
nition avoidssinglepointsof failure. By freeingusersfrom
dependingon intermediateentitiesto accessthe nodesthey
needto run their programs,we ensurethatany functionaln-
ode in the systemwhich is reachableover the network and
running an rexecddaemoncanalways be usedto run user
applications.REXEC canhave any numberof “front end”
machines. This is in contrastto previous systemssuchas
GLUnix [7] andSCore-D[8], which usea centralizedentity
astheintermediarybetweenclientsandthecluster. In GLU-
nix, for example,whenthemastercrashes,all 115nodesof
the Berkeley NOW clusterbecomeunavailablefor running
programsthroughthe GLUnix system.In practice,central-
ized entitieswith no backupor failover capabilitiescande-
creasesystemavailability significantly.

3.2 Transparent RemoteExecution

REXECprovidestransparentremoteexecutionwhichallows
processesrunningon remotenodesto executeandbe con-
trolled as if they wererunninglocally. It usesfour mecha-
nismsto accomplishthis: (i) propagationandrecreationof
theuser’s local environmenton remotenodes,(ii), forward-
ing of local signalsto remoteprocesses,(iii) forwardingof
stdin,stdout,andstderrbetweentherexecclient andremote
processesand (iv) local job control to control remotepro-
cesses.

The implementationof these mechanismsis centered
arounda collectionof rexecclient andper-rexec-clientrex-
ecd threads. Referringto Figure 2, propagationandrecre-
ation of the user’s local environmentis doneby having the
nodethreadin rexecpackageuptheuser’s localenvironment
andhaving therexecthreadin rexecdrecreateit afterforking
andbeforeexecingthe user’s job. Forwardingof local sig-
nalsandstdin is doneby having thesignalsthreadandstdin
threadin rexec forward signalsandstdin to eachof the re-
motestdin/sigthreadsin therexecds,whichthendeliverthem
to the user’s applicationusingsignalsandUnix pipes. For-
wardingof remotestdoutandstderris doneby having stdout
andstderrthreadsin rexecdreadfrom stdoutandstderrUnix
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Figure1: Overall organization of the REXEC remoteexecutionenvir onment. Thesystemis organizedaroundthreetypesof entities:
rexecd, a daemonwhich runs on eachclusternode; rexec, a client programthat usersrun to executejobs usingREXEC; andvexecd, a
replicateddaemonwhich providesnodediscovery andselectionservices.Usersrun jobs in REXECusingtherexecclient which performs
two functions:(i) selectionof which nodesto run on basedon userpreferencesand(ii) remoteexecutionof theuser’s applicationon those
nodesthroughdirectSSL-encryptedTCPconnectionsto thenoderexecddaemons.In thisexample,therearefour nodesin thesystem:node1,
node2,node3,andnode4andtwo instancesof vexecd,eachof which implementsa lowestCPUloadpolicy. A userwishesto runa program
calledindexer on thetwo nodeswith thelowestCPUload. Contactinga vexecddaemon,rexecobtainsthenamesof thetwo machineswith
the lowestCPU load, node1andnode2. rexec thenestablishesSSL-encryptedTCP connectionsdirectly to thosenodesto run indexer on
them.

pipesconnectedto the user’s processandforward that data
backto nodethreadsin therexecclient. Local job control is
doneby forwardingsignalsasusualbut alsoby translating
certainsignalsto oneswhich have meaningfor remotepro-
cessesnot attachedto a terminal. (For example,SIGTSTP
(C-z) is translatedto SIGSTOP.)

3.3 Dynamic Cluster Membership

REXEC usesa dynamicclustermembershipserviceto dis-
cover nodesasthey join andleave the clusterusinga well-
knownclustermulticastaddress.In ourexperiencewith large
clustersof computers,wehavefoundthatovertimethesetof
availablenodestendsto vary asnodesareadded,removed,
rebooted,and so forth. Using static configurationfiles or
manual intervention to track cluster membershipis error-
proneandinefficient. A dynamicmembershipservicebased
on multicastavoids this and also hasthe desirableproper-
ty thatprocessescancommunicatewith interestedreceivers
without explicitly namingthem. Senderswho wish to com-
municateinformationsimplysendit onthemulticastaddress
with a uniquemessagetype. Interestedpartiescanelect to

receiveandinterpretinformationof interestby examiningin-
comingmessagetypes.If necessary, processescanevenuse
themulticastchannelto bootstrappoint-to-pointconnection-
s.

Approximatemembershipof the clusteris maintainedby
replicatedvexecddaemonsby usingthe receptionof a mul-
ticast rexecdannouncementpacket asa sign that a nodeis
availableandthe non-receptionof an announcementover a
smallmultiple of a periodicannouncementinterval asa sign
thata nodeis unavailable.Eachrexecdsendsannouncement
packetsperiodically(onceeveryminute)andalsowhenevera
significantchangein stateis observed.Currently, announce-
mentsbasedonstatechangesaresentfor job arrivalsandjob
departures.vexecddaemonsdiscover andmaintainthenode
membershipin the clusterby cachingand timing out node
announcementinformation.

3.4 DecoupledDiscovery and Selection
REXEC decouplesnode discovery from the selectionof
whichnodesanapplicationshouldrunon. Replicatedvexecd
daemonsareresponsiblefor discoveringandmaintainingthe
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Figure2: Inter nal thr eadstructur eand data flowsfor rexecand rexecd.rexecconsistsof astdinthreadfor forwardingof stdin,asignals
threadfor forwardingof signals,andonenodethreadpernodefor managingremoteprocessexecutionincludingpropagationof theuser’s
environment,therequestto starttheuser’s application,printing remotelyforwardedstdoutandstderrto theuser’s local terminal,receiving
heartbeatpackets(andrexecclient monitoringof theTCPconnection),andreceiving theexit statusof theremoteprocess.(In this example,
rexec is running’/bin/ls -l’ on a singlenodeso thereis only onenodethread.)rexecdconsistsof a main threadwhich createsnew threads
for new rexecclientsandmaintainsa list of runningjobs,anannouncethreadfor sendingmulticaststateannouncements,anda collectionof
per-rexec-clientthreads.Theseper-rexec-clientthreadsincludeanrexecthreadfor theclient,theuserprocessforkedandexecedby therexec
thread,a stdin/signalsthreadfor forwardingstdin/signalsfrom rexecto theuserprocess,stdoutandstderrthreadsfor forwardingstdoutand
stderrfrom theuserprocessto rexec,anda heartbeatthreadfor sendingof periodicheartbeatpacketsto detectfailuresin theSSL-encrypted
TCPconnectionbetweenrexecandrexecd.
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nodemembershipof thecluster. Within onestateannounce-
mentperiod,anew vexecddiscoverstheentireinstantaneous
membershipof the cluster. With multiple vexecddaemons
keepingtrackof all thenodes,their configuration,andstate,
a selectionpolicy is simply a mappingthatappliessomecri-
teriato thatlist of availablehostsandreturnsa setof hosts.

Becauseusersmayhavedifferentcriteriain how they want
nodesto be selectedfor their applications,discovery ands-
electionaredecoupled.Thevexecddaemonswhich do dis-
coverycanimplementany numberof selectionpolicies.The
ideawith vexecdsimplementingselectionservicesaswell is
that we envision that mostuserswill probablychoosefrom
a small setof policiesin decidingwhereto run their appli-
cations.In acommunitycomposedlargelyof scientificcom-
putingusers,for example,lowestCPUloadmaybethemost
commoncriteria.

vexecdsprecomputeand cacheorderingson the list of
availablenodesso clientscan quickly obtain the resultsof
commonselectionpolicies.Undermostcircumstances,user-
s will contactprewritten vexecddaemonsaskingfor the n
“best” nodes,wherebest is definedaccordingto somese-
lection criteria. The vexecdssimply returnthe top n nodes
on their orderedlist, which is recomputedeachtime a state
changeoccurswith adjustments.vexecds(andendusers)are
freeto implementarbitrarily complex selectionpolicies.

Sinceuserswill want to usevexecdsbasedon the selec-
tion policies the vexecdsimplement,the discovery of vex-
ecddaemonsanduseof their servicescannotbecompletely
transparent.More informationis neededfrom theusereither
in the form of a list of suitablevexecdserversor a criteria
which is expressedin away thatthesystemcanautomatical-
ly discover which vexecddaemonsimplementthat criteria.
Currently, we take theformerapproach.Usersspecifya list
of suitablevexecddaemonsusingan environmentvariable,
VEXEC SVRS.

Discovery of vexecdhoststhat implementsuitableselec-
tion policiescanbe donethroughout-of-bandmeans(e.g.,
postingonawebpage)or it canbedonesemi-automatically.
We offer both approaches.The former is self-explanatory.
The latter involvesusingthe clusterIP multicastchannelto
multicastto all vexecddaemonsin the systemaskingthem
what selectionpolicy they implement. Eachvexecd,upon
receiving a sucha request,returnsa string that providesa
textual descriptionof its policy which the usercanthenuse
to constructa suitablelist for settingtheVEXEC SVRSen-
vironmentvariable.

3.5 Err or and CleanupModel
REXECprovidesa well-definederrorhandlingandcleanup
modelfor applications.If anerroroccurson therexecclient,
in any of theremoteprocesses,or onany of theTCPconnec-
tions betweenthe rexecclient andany of the remoterexecd
daemons,the entire applicationexits, all resourcesare re-
claimed,anda textual error messageis printed to the user.
A commonshortcomingin many previousremoteexecution

systems,especiallythosethat supportparallelexecution,is
lack of a preciseerror and cleanupmodel and insufficient
implementationsof remotecleanup.REXECaddressesthis
by defininga model,addressingthe new failure modesas-
sociatedwith remoteexecutionandparallelanddistributed
programs,andproviding a robustimplementation.

Transparentremoteexecutionof parallel and sequential
applicationsintroducesnew two classesof failures. First,
failurescanoccurin therexecclient (thelocal point of con-
trol) andbetweenthe rexec client and the daemons.Since
the rexecclient logically representsan applications’remote
process(es),failure of the rexecclient is interpretedasfail-
ure of the applicationand the applicationis aborted. Sec-
ond, failurescanoccur in individual processesof a parallel
or distributedprogram. Sincefor all but the most trivially
parallelizableanddistributedprogramstherewill becommu-
nicationbetweenprocessesandfailureof oneprocessusually
meansfailureof theentireapplication,weinterpretfailureof
anindividualprocessin theprogramasa failureof theentire
application.While theseinterpretationsmaynot be true for
all applications,we feel they arereasonableassumptionsfor
a largeclassof programs.

In general, there are many potential error and cleanup
modelsthesystemcouldsupport.However, only ahandfulof
themmakepracticalsenseto realapplications.For example,
anotherusefulfailuremodelwhich we areconsideringsup-
porting but currentlydo not implementis the modelwhere
all processesarecompletelydecoupledandwe leave it up to
theapplicationto dealwith failures.Sucha modelmight be
appropriate,for example,for a parallelapplicationwith its
own errordetectionandtheability to grow andshrinkbased
on resourceavailability andfaults.

Theimplementationof theerrorandcleanupmodelis done
mainlyatuser-levelbut alsoinvolvessomesmallkernelmod-
ifications.At user-level, therexecclientandrexecddaemons
monitoreachotherthroughtheirTCPconnections.Uponde-
tecting an error, the rexec client exits. Upon detectingan
errorwith somerexecclient, rexecdfreesall resourcesasso-
ciatedwith thatclientandkills all its threads.

To ensurethatproperprocesscleanupis performedon re-
motenodes,REXEC usessmall modificationsto the Linux
kernelto track andcontrol a logical setof processeswhose
first memberis a userprocessforked by rexecdand other
membersare descendentsof that process. To do this, we
addedanew systemcall to specifythefirst memberof a log-
ical setof processes(all descendentsof that processinherit
the fact that they arepartof thesameset)anda systemcal-
l to deliver signalsto all membersof that set,regardlessof
changesin Unix processgroup,intermediateparentsexiting
causingtheir children to be inheritedby init, andso forth.
Whenperformingcleanupin responseto an error, REXEC
simply sendsSIGKILL to all processesin the logical setof
processes,which resultsin all resourcesfor all processesin
thesetbeingfreed.We alsomodifiedthewait systemcall to
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dealwith logical setsof processesso a process��� blocked
on a wait call waiting for anotherprocess��� to exit does
not returnuntil all processesin ��� ’s logical processsethave
exited. This featureis usedby the per-rexec-clientthread
(Figure3.2) so it returnsonly whenall processesforkedby
the user’s original process(i.e., the processwhich the per-
rexec-clientthreaddid a fork/execon), includingitself, have
exited.

An alternativeapproachto cleanup,onewhichwouldhave
resultedin betterportability of thesystem,would have been
to sendSIGKILL to theprocessgroupfor theuser’s process
that was forked by rexecd. An implementationof this ap-
proachusesstandardPOSIX interfaces.However, thereare
limitations andconsequences.The biggestlimitation is the
inability to keeptrackof processrelationshipswhenprocess
groupschange.An exampleof this is a userprocessforked
by rexecdwhich thenforks a child andexits. rexecdwould
keeptrack of the parent’s processgroup but sincethe par-
ent hasexited, the child now becomesinheritedby init and
becomesa memberof an orphanedprocessgroup. Conse-
quently, it becomesimpossibleto senda signalto theorigi-
nalprocessgroup.Theorphanedchild will not receiveit and
thusrexecdhaslost trackof a process.Userprocessescould
also call setpgrpthemselvesanda similar problemresults.
By keepingtrackingprocessrelationshipsin the kernelus-
ing our new systemcalls,we ensurethatwe alwaysareable
to kill all processesassociatedwith a userprocessforkedby
rexecd.

3.6 Parallel and Distrib uted Applications
REXECsupportsparallelanddistributedapplicationsby al-
lowing usersto launchandcontrolmultiple instancesof the
sameprogramon multiple nodesandby providing a setof
hooksthat allow parallel runtimeenvironmentsto be built.
Starting #nodesinstancesof the sameprogramis accom-
plishedby addinga -n #nodesswitchto therexecclient pro-
gramwhich allows the userto specifya programshouldbe
runon #nodesnodesof thecluster.

The hooks we provide for runtime environments are
a fairly minimal set. Each remote process has four
environment variables set by REXEC: REXEC GPID,
REXEC PAR DEGREE, REXEC MY VNN, and REX-
EC SVRS.REXEC GPID is a globally uniqueidentifier for
a particularexecutionof a user’s application. It is imple-
mentedas a 64-bit concatenationof the 32-bit IP address
of the interfacethe rexec client usesto communicatewith
rexecdsand the local 32-bit processID of the rexec clien-
t. REXEC PAR DEGREEis a32-bit integerwhichspecifies
the numberof nodesthe applicationis running on. With-
in an n nodeprogram,REXEC assignsan orderingon the
nodesfrom 0 to REXEC PAR DEGREE- 1. On eachn-
ode,REXEC MY VNN specifiesthepositionof thatnodein
thatordering.Finally, REXEC SVRScontainsalist of REX-
EC PAR DEGREEhostnames(or IP addresses)for eachof
thenodestheuser’sapplicationis runningon.

3.7 Authentication and Encryption
REXEC providesuserauthenticationand encryptionof all
communicationbetweenrexec clientsandrexecddaemons.
More specifically, REXEC usesthe SSLeayversion0.9.0b
implementationof the SecureSocket Layer (SSL) proto-
col [6] for authenticationandencryptionof all TCPconnec-
tions betweentheseentities. Eachuserhasa private key,
encryptedwith 3DES, and a certificatecontainingthe us-
er’s identity anda public key that is signedby a well-known
certificateauthoritywho verifiesuseridentities. In our sys-
tem,weuseasingletrustedcertificateauthorityfor certificate
signinganduseusernamesasidentifiesin certificates.

Eachtime a userwantsto run an applicationusingREX-
EC, the userinvokesthe rexec client on the commandline
andtypesin a passphrasewhich decryptsthe user’s private
key. The systemthen performsa handshake betweenthe
rexec client and rexecd, negotiatesa cipher, usesa Diffie-
Hellmankey exchangeto establisha sessionkey, usesRSA
to verify that theuser’s certificatewassignedby the trusted
certificateauthority, andchecksthattheusernamein thecer-
tificateexistsandthat it matchesthatof correspondinglocal
userID thatwaspropagatedfrom therexecclient. Oncethe
user’s identity hasbeenestablished,all communicationover
thecorrespondingTCPconnectionis encryptedwith 3DES
usingthesharedsessionkey.

4 REXEC Applications
In this section,we presentthreeexamplesof how REXEC
hasbeenappliedto provideremoteexecutionfacilitiesto ap-
plications.In thefirst example,wedescribehow theREXEC
systemis usedin its basicform to provide remoteexecution
for parallelandsequentialjobs. In the secondexample,we
describeanMPI implementationusingafastcommunication
layeron Myrinet thatusesREXECasits underlyingremote
executionfacility. Finally, in the third example,we provide
anexampleof how REXEChasbeenextendedto providere-
moteexecutiononBerkeley’sMillennium clusterwhichuses
market-basedresourcemanagementtechniques[4].

4.1 Parallel and SequentialJobs
The rexec client provides the minimal amountof support
neededto transparentlyrun andcontrolparallelandsequen-
tial programson a cluster. Usersrun the rexecclient asfol-
lows: rexec-n #nodesprognamearg1arg2.. argn,where#n-
odesis thenumberof nodestheprogramshouldbeexecuted
on andprognamearg1 arg2 .. argn is thecommandline the
userwould type to run programprognamewith arguments
arg1, arg2, .., argn on a singlenode.Nodeselectionis done
throughuseof vexecddaemonsby specifyinga list of suit-
able vexecddaemonsthroughthe VEXEC SVRS environ-
mentvariable. Alternatively, if theuserwantsto run anap-
plicationonaspecificsetof nodes,theusercansettheREX-
EC SVRSenvironmentvariable.A non-nullREXEC SVRS
always takes precedenceover VEXEC SVRS.Parallel and
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distributedprogramscanbe launchedusingthe basicrexec
client. It is responsibilityof runtime layersor the applica-
tion to make useof REXEC’s environmentvariablesupport
for parallelanddistributedprogramsto decidehow dataand
computationshouldbe partitionedandhow communication
betweenprocessesis established.
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Figure3: Measured executiontime to run a null parallel pro-
gram with REXEC asa function of number of nodes.Thisgraph
shows the measuredexecutiontime of a parallel programthat s-
tartsandimmediatelyexits on multiple nodesof the cluster. The
measurementsillustratethebasiccostsassociatedwith runningjob-
s throughthe REXEC system. The start-upandcleanupcost for
a runninga singlenodeprogramwith REXEC is 158 ms. As the
numberof nodesincreases,totalexecutiontimescaleslinearlywith
anaverageper-nodecostof 42.8ms.

Figure3 illustratesthe basicperformanceandscalability
characteristicsof REXEC.It shows themeasuredexecution
timeof runninganull parallelprogramthatstartsandimme-
diately exits versusthe numbernodesthe programwasrun
on. The measurementsillustrate the basiccostsassociated
with runningjobsthroughtheREXECsystem.Thestart-up
andcleanupcost for a runninga singlenodeprogramwith
REXECis 158ms. As thenumberof nodesincreases,total
executiontime scaleslinearly with anaverageper-nodecost
of 42.8ms. Note that, to date,we have mainly focusedon
otheraspectsof REXEC’s designasstatedin Section2. We
havenotaggressively pursuedperformanceoptimizationson
the system.Thus,absoluteperformancenumbersasshown
still haveconsiderableroomfor improvement.Thekey point
hereis that thecostsarescalinglinearly with thenumberof
nodes.Per-nodecostswill be optimizedin a future version
of REXEC.

4.2 MPI/GM on Myrinet
UsingREXEC’sbasichooksfor parallelanddistributedpro-
grams,wemodifiedMyricom’sMPI implementationoverthe
GM (MPI/GM) fastcommunicationlayer [12] to useREX-
EC as its underlying remoteexecution mechanism. MPI
rankandsizearesetusingthe REXEC PAR DEGREEand
REXEC MY VNN environmentvariables.Communication
is set up using REXEC GPID and REXEC SVRS to do
an all-to-all exchangeof GM port namesusing a central-
ized nameserver. Upon creatinga GM port, eachprocess
bindsa(key,value)= (REXEC GPID:REXECMY VNN, G-
M port number)pair in the nameserver then doesREX-
EC PAR DEGREElookupsonkeysREXEC GPID:vnn(vn-
n = 0,1,..,REXECPAR DEGREE-1). SinceeachGM net-
work addressis an IP addressand a GM port numberand
eachprocessknowsthehostname(IP address)to VNN map-
ping from REXEC SVRS,eachprocessthusknows theGM
network addressof eachprocessin theprogramandcanthen
communicate.UsingMPI/GM overREXEC,MPI programs
canbe startedandcontrolledjust like any otherapplication
run throughREXEC.

4.3 Computational Economy
As partof theBerkeley Millennium Project,weextendedthe
REXECremoteexecutionenvironmentto operatein thecon-
text of a market-basedresourcemanagementsystem.In this
system,userscompetefor sharedclusterresourcesin a com-
putationaleconomywherenodesaresellersof computational
resources,userapplicationsarebuyers,andeachusersetsa
willingnessto payfor eachapplicationbasedon theperson-
al utility of running it. By managingresourcesaccording
to personalvalue,we hypothesizethatmarket-basedsharing
candeliver significantlymorevalueto usersthantraditional
approachesto resourcemanagement.To supporta compu-
tationaleconomy, we extendedthe REXEC systemin three
ways. First, a new commandline switch (-r maxrate)was
addedto the rexec client to specify the maximumrate,ex-
pressedin creditsper minute, the applicationis willing to
pay for CPU time. Second,rexecdwasmodifiedto usean
economicfront end(acollectionof functionsthatimplemen-
t the CPU market) which performsproportional-shareCPU
allocationusinga stridescheduler[20] andcharging of user
accountsfor CPU usage.Third, we modifiedrexecdto in-
cludein its announcementpacketsthecurrentaggregatewill-
ingnessto payof all REXECapplicationscompetingfor its
resourcesfor building selectionpoliciesbasedon theecono-
my.

5 RelatedWork
Researchefforts in remoteexecutionenvironmentsfor clus-
tershavebeengoingonfor overadecade.Eachhassucceed-
edin addressingandto variousextentssolvingdifferentsub-
setsof thekey problemsin remoteexecutionsystems.None
of thesesystems,however, hasaddressedtherangeof prob-
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lems that REXEC does. Built on previous work andprac-
tical experiencewith a large-scaleresearchcluster, REXEC
addressesa wide rangeof practicalneedswhile providing
usefulfeatureswhich addressimportantissuessuchaserror
handlingandcleanup,high availability, anddynamiccluster
configuration. To accomplishits goals,REXEC is imple-
mentedat user-level on a commodityoperatingsystemwith
smallmodificationsto theOSkernel.Suchanapproachis an
exampleof oneof threedistinct implementationstrategies:
(i) user-level approaches(ii) modificationof existing operat-
ing systems,and(iii) completelynew distributedoperating
systems.

GLUnix [7], SCore-D[8], Sidle [9], Butler [13], Het-
NOS[3], andLoadSharingFacility (LSF) [22] areexamples
of user-level implementations.Comparedto REXEC, each
of thesesystemsimplementsa subsetof REXEC’s features.
GLUnix andScore-D,for example,aretheonly two systems
in the list that supportparallelprograms.However, both of
themalsorely on centralizedcontrol andmanuallyupdated
clusterconfiguration.ButlerandLSFsupportdifferentforms
of replicateddiscovery andselection.However, neithersup-
portsanerrorandcleanupmodelasextensive asREXECor
strongauthenticationand encryption. One notablefeature
that hasbeenimplementedin someof thesesystemswhich
REXECcurrentlydoesnot supportis a programmaticinter-
faceto the system.GLUnix, Butler, HetNOS,andLSF, for
example,allow usersto write applicationswhich link with a
C library of remoteexecutionrelatedfunctions. Using this
model,applicationssuchasa shellwhich automaticallyde-
cideswhetherto executea job locally or remotelyhavebeen
developed.

MOSIX [2], NEST[1], COCANETUnix [16], andSolaris
MC [10,17] areexamplesof modifyingandextendinganex-
isting operatingsystem.Again,eachof thesystemssupport-
s only a subsetof REXEC’s features. NEST, for example,
supportstransparentremoteexecutionbut doesnot support
featuressuchasdynamicclustermembershipor paralleland
distributedapplicationsupport. MOSIX, for example,pro-
vides transparentremoteexecutionbut doesso in a fairly
limited context which is mainly targetedfor load balancing
amongsta setof desktopmachinesto exploit idle time. One
notablefeaturesupportedby MOSIX whichREXECcurrent-
ly doesnot supportis processmigration.Mechanismsto im-
plementit, however, are well-known [5,11,15,19] in both
user-level andkernel-level implementationsandundervari-
ousconstraints.AnothernotabledifferencebetweenREX-
EC andthesekernel-level implementationsis the degreeof
transparency in the remoteexecutionsystem. Kernel-level
implementationscanachieve greaterlevels of transparency
thanuser-level approaches.SolarisMC, for example,imple-
mentsa true single systemimagewith real global PIDs, a
global/procfilesystem,andaglobalcluster-wide filesystem.

Sprite [14], V [18,19], and LOCUS [21] are examples
of completelynew distributedoperatingsystemswhich sup-

port transparentremoteexecution. Like the other systems
described,thesedistributedoperatingsystemsalso support
only asubsetof REXEC’s features.V, for example,support-
s a publish-based,decentralizedstateannouncementscheme
very much like REXEC. On the hand,V doesnot support
parallelapplications,doesnotsupportflexible selectionpoli-
cies,nordoesit implementstrongauthenticationandencryp-
tion. Like MOSIX, all threeof thesesystemssupportpro-
cessmigrationwhichREXECcurrentlydoesnot implement.
In addition,like thekernel-level implementationspreviously
described,thesenew operatingsystemsalsoachieve greater
levels of transparency due to implementationsat the oper-
ating systemlevel and, in the caseof Sprite and LOCUS,
cluster-wideglobalfilesystems.

6 Futur e Work
Future work on the REXEC systemcomesin four areas.
First, we intend to add a programmaticinterfaceto REX-
EC thatexposesREXEC’s functionality to userapplications
thougha userlibrary. Using this interface,oneof theappli-
cationswe areplanningto build is a shell that understands
remoteexecutionthroughREXECand,in particular, makes
it easierandmorenaturalfor usersto usethecomputational
economy. Second,we intendto addsupportfor transparent
remoteexecutionof X applicationsandsecuretunnelingof
X traffic over SSL.Techniquesfor implementingsuchsup-
port arewell-known andalreadyexist in programssuchas
the secureshell client (ssh). Third, we plan to pursueper-
formanceoptimizationsof thesystemto bringper-nodecosts
down. As theMillennium systemscalesto hundredsof nodes
asplanned,optimizationof suchcostswill becomeincreas-
ingly importantfor highly parallelapplications.Finally, we
intendto work on makingREXEC portableacrossmultiple
operatingsystemsandeventuallyplanonmakingapublicre-
leaseof thesourcecodesootherscanuseit andimproveon
it.

7 Conclusion
To bring clusters of computersinto the mainstreamas
general-purposecomputing systems, better facilities are
neededfor transparentremoteexecutionof parallelandse-
quentialapplications.While muchresearchhasbeendone
in the areaof remoteexecution,muchof this work remains
inaccessiblefor clustersbuilt usingcontemporaryhardware
andoperatingsystems.To addressthis,wedesignedandim-
plementedanew remoteexecutionenvironmentcalledREX-
EC.Building onpreviouswork in remoteexecutionandprac-
tical experiencewith the Berkeley NOW and Millennium
clusters,it providesdecentralizedcontrol,transparentremote
execution, dynamic cluster configuration,decouplednode
discovery andselection,a well-definedfailure andcleanup
model,parallelanddistributedprogramsupport,andstrong
authenticationandencryption. The systemis implemented
andiscurrentlyinstalledona32-nodeclusterof 2-waySMPs
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runningtheLinux 2.2.5operatingsystem.It currentlyserves
as the remoteexecutionfacility for market-basedresource
managementstudiesaspartof theUC Berkeley Millennium
Project.
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