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Abstract

tial programs as well as parallel and distributed programs,
and user authentication and encryption. It takes advantage of
modern systems technologies such as IP multicast and mature OS support for threads to simplify its design and implementation. It is implemented almost entirely at user-level
with small modifications to the Linux 2.2.5 kernel. The system is currently installed and in use on a 32-node cluster of
2-way SMPs as part of the UC Berkeley Millennium Project.
The rest of this paper is organized as follows. In Section
2, we state our design goals and assumptions for the REXEC system. In Section 3, we describe the REXEC system
architecture and our implementation on a 32-node cluster of
2-way SMPs running the Linux operating system. In Section
4, we discuss three examples of how REXEC has been applied to provide remote execution facilities to applications.
In Section 5, we discuss related work. Section 6 describes
future work and in Section 7 we conclude the paper.

Bringing clusters of computers into the mainstream as
general-purpose computing systems requires that better facilities for transparent remote execution of parallel and sequential applications be developed. While much research has
been done in this area, most of this work remains inaccessible
for clusters built using contemporary hardware and operating
systems. Implementations are either too old and/or not publicly available, require use of operating systems which are
not supported by modern hardware, or simply do not meet
the functional requirements demanded by practical use in real world settings. To address these issues, we designed REXEC, a decentralized, secure remote execution facility. It provides high availability, scalability, transparent remote execution, dynamic cluster configuration, decoupled node discovery and selection, a well-defined failure and cleanup model,
parallel and distributed program support, and strong authentication and encryption. The system is implemented and is
currently installed and in use on a 32-node cluster of 2-way
SMPs running the Linux 2.2.5 operating system.

2 Design Goals and Assumptions
In this section, we describe our design goals and the assumptions made in designing REXEC. Our design goals are based
on several years of practical experience as users of the Berkeley NOW cluster, a thorough examination of previous systems work in remote execution, and a desire to combine and
extend key features in each of the systems into a single remote execution environment. Our goals are as follows:

1 Introduction
We have designed and implemented a new remote execution
environment called REXEC 1 to address the lack of a sufficient remote execution facility for parallel and sequential
jobs on clusters of computers. Building on previous work in
remote execution and practical experience with the Berkeley
NOW and Millennium clusters, the system provides decentralized control, transparent remote execution, dynamic cluster membership, decoupled node discovery and selection, a
well-defined error and cleanup model, support for sequen-

 High availability. The system should be highly available
and provide graceful degradation of service in the presence of failures.
 Scalability. As more nodes are added and more applications are run, remote execution overhead should scale
gracefully.
 Transparent remote execution. Execution on remote n-

1 Our REXEC system has no relation to the 4.2 BSD rexec function, nor
does it have any relation to the rexec command used in the Butler [13] system
or the rexec function in NEST [1].
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3.1 Decentralized Control

odes should be as transparent as possible.

 Minimal use of static configuration files. The remote ex-

REXEC uses decentralized control for graceful scaling of
system overhead as more cluster nodes are added and more
applications are being run. Upon selecting a set of remote
nodes to run on, the rexec client opens TCP connections to
each of the nodes and executes the remote execution protocol
with the rexecd daemons directly. These direct client to daemon connections allow the work (e.g., forwarding to stdin,
stdout, and stderr, networking and process resources, etc.) of
managing the remote execution to be distributed between the
rexec client and the rexecd daemons. With a large number
of nodes, having a centralized entity act as an intermediary
between users and cluster nodes can easily become a bottleneck as single node resources become an issue. Our scheme
avoids this problem by distributing this work.
In addition to scalability, a decentralized design by definition avoids single points of failure. By freeing users from
depending on intermediate entities to access the nodes they
need to run their programs, we ensure that any functional node in the system which is reachable over the network and
running an rexecd daemon can always be used to run user
applications. REXEC can have any number of “front end”
machines. This is in contrast to previous systems such as
GLUnix [7] and SCore-D [8], which use a centralized entity
as the intermediary between clients and the cluster. In GLUnix, for example, when the master crashes, all 115 nodes of
the Berkeley NOW cluster become unavailable for running
programs through the GLUnix system. In practice, centralized entities with no backup or failover capabilities can decrease system availability significantly.



ecution system should rely on as few static configuration
files as possible.
Decoupled discovery and selection. The process of discovering which nodes are in the cluster and what their
state is should be separated from the selection of which
nodes to run an application on.
Well-defined failure and cleanup models. The system should provide well-defined models for failure and
cleanup.
Parallel and distributed program support. The remote
execution environment should provide a minimal set of
hooks that allow parallel and distributed runtime environments to be built.
Security. The system should provide user authentication
and encryption of all communication.






Our assumptions are typical of remote execution systems and not overly restricting or extensive. Modern clusters
built using off-the-shelf hardware and contemporary operating systems are easily configured to satisfy these assumptions. Our assumptions are as follows:

 Uniform file pathnames. We assume that all shared files
are accessible on all nodes using the same pathnames and
that most local files on each node are also accessible under the same pathnames (e.g., /bin/ls).
 Compatible OS and software configurations. We assume
all nodes in the cluster run compatible versions of the
operating system and have compatible software configurations.
 Common user ID/account database. We assume each user has a unique user ID and an account which is the same
on all the nodes in the cluster.

3.2 Transparent Remote Execution
REXEC provides transparent remote execution which allows
processes running on remote nodes to execute and be controlled as if they were running locally. It uses four mechanisms to accomplish this: (i) propagation and recreation of
the user’s local environment on remote nodes, (ii), forwarding of local signals to remote processes, (iii) forwarding of
stdin, stdout, and stderr between the rexec client and remote
processes and (iv) local job control to control remote processes.
The implementation of these mechanisms is centered
around a collection of rexec client and per-rexec-client rexecd threads. Referring to Figure 2, propagation and recreation of the user’s local environment is done by having the
node thread in rexec package up the user’s local environment
and having the rexec thread in rexecd recreate it after forking
and before execing the user’s job. Forwarding of local signals and stdin is done by having the signals thread and stdin
thread in rexec forward signals and stdin to each of the remote stdin/sig threads in the rexecds, which then deliver them
to the user’s application using signals and Unix pipes. Forwarding of remote stdout and stderr is done by having stdout
and stderr threads in rexecd read from stdout and stderr Unix

3 System Architecture
The REXEC system architecture is organized around three
types of entities: rexecd, a daemon which runs on each cluster node; rexec, a client program that users run to execute
jobs using REXEC; and vexecd, a replicated daemon which
provides node discovery and selection services (Figure 1).
Users run jobs on the system using the rexec client. The rexec client performs two functions: (i) selection of nodes based
on user preferences (e.g., lowest CPU load) and (ii) remote
execution of the user’s application on those nodes through
direct SSL-encrypted TCP connections to node rexecd daemons. REXEC is implemented and currently installed and
running on a 32-node cluster of 2-way Dell Poweredge 2300
SMPs running a modified version of the Linux 2.2.5 operating system. In this section, we provide details on the key
features of REXEC and show how these features address our
design goals.
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Figure 1: Overall organization of the REXEC remote execution environment. The system is organized around three types of entities:
rexecd, a daemon which runs on each cluster node; rexec, a client program that users run to execute jobs using REXEC; and vexecd, a
replicated daemon which provides node discovery and selection services. Users run jobs in REXEC using the rexec client which performs
two functions: (i) selection of which nodes to run on based on user preferences and (ii) remote execution of the user’s application on those
nodes through direct SSL-encrypted TCP connections to the node rexecd daemons. In this example, there are four nodes in the system: node1,
node2, node3, and node4 and two instances of vexecd, each of which implements a lowest CPU load policy. A user wishes to run a program
called indexer on the two nodes with the lowest CPU load. Contacting a vexecd daemon, rexec obtains the names of the two machines with
the lowest CPU load, node1 and node2. rexec then establishes SSL-encrypted TCP connections directly to those nodes to run indexer on
them.

receive and interpret information of interest by examining incoming message types. If necessary, processes can even use
the multicast channel to bootstrap point-to-point connections.
Approximate membership of the cluster is maintained by
replicated vexecd daemons by using the reception of a multicast rexecd announcement packet as a sign that a node is
available and the non-reception of an announcement over a
small multiple of a periodic announcement interval as a sign
that a node is unavailable. Each rexecd sends announcement
packets periodically (once every minute) and also whenever a
significant change in state is observed. Currently, announcements based on state changes are sent for job arrivals and job
departures. vexecd daemons discover and maintain the node
membership in the cluster by caching and timing out node
announcement information.

pipes connected to the user’s process and forward that data
back to node threads in the rexec client. Local job control is
done by forwarding signals as usual but also by translating
certain signals to ones which have meaning for remote processes not attached to a terminal. (For example, SIGTSTP
(C-z) is translated to SIGSTOP.)

3.3 Dynamic Cluster Membership
REXEC uses a dynamic cluster membership service to discover nodes as they join and leave the cluster using a wellknown cluster multicast address. In our experience with large
clusters of computers, we have found that over time the set of
available nodes tends to vary as nodes are added, removed,
rebooted, and so forth. Using static configuration files or
manual intervention to track cluster membership is errorprone and inefficient. A dynamic membership service based
on multicast avoids this and also has the desirable property that processes can communicate with interested receivers
without explicitly naming them. Senders who wish to communicate information simply send it on the multicast address
with a unique message type. Interested parties can elect to

3.4 Decoupled Discovery and Selection
REXEC decouples node discovery from the selection of
which nodes an application should run on. Replicated vexecd
daemons are responsible for discovering and maintaining the
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Figure 2: Internal thread structure and data flows for rexec and rexecd. rexec consists of a stdin thread for forwarding of stdin, a signals
thread for forwarding of signals, and one node thread per node for managing remote process execution including propagation of the user’s
environment, the request to start the user’s application, printing remotely forwarded stdout and stderr to the user’s local terminal, receiving
heartbeat packets (and rexec client monitoring of the TCP connection), and receiving the exit status of the remote process. (In this example,
rexec is running ’/bin/ls -l’ on a single node so there is only one node thread.) rexecd consists of a main thread which creates new threads
for new rexec clients and maintains a list of running jobs, an announce thread for sending multicast state announcements, and a collection of
per-rexec-client threads. These per-rexec-client threads include an rexec thread for the client, the user process forked and execed by the rexec
thread, a stdin/signals thread for forwarding stdin/signals from rexec to the user process, stdout and stderr threads for forwarding stdout and
stderr from the user process to rexec, and a heartbeat thread for sending of periodic heartbeat packets to detect failures in the SSL-encrypted
TCP connection between rexec and rexecd.
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node membership of the cluster. Within one state announcement period, a new vexecd discovers the entire instantaneous
membership of the cluster. With multiple vexecd daemons
keeping track of all the nodes, their configuration, and state,
a selection policy is simply a mapping that applies some criteria to that list of available hosts and returns a set of hosts.
Because users may have different criteria in how they want
nodes to be selected for their applications, discovery and selection are decoupled. The vexecd daemons which do discovery can implement any number of selection policies. The
idea with vexecds implementing selection services as well is
that we envision that most users will probably choose from
a small set of policies in deciding where to run their applications. In a community composed largely of scientific computing users, for example, lowest CPU load may be the most
common criteria.
vexecds precompute and cache orderings on the list of
available nodes so clients can quickly obtain the results of
common selection policies. Under most circumstances, users will contact prewritten vexecd daemons asking for the n
“best” nodes, where best is defined according to some selection criteria. The vexecds simply return the top n nodes
on their ordered list, which is recomputed each time a state
change occurs with adjustments. vexecds (and end users) are
free to implement arbitrarily complex selection policies.
Since users will want to use vexecds based on the selection policies the vexecds implement, the discovery of vexecd daemons and use of their services cannot be completely
transparent. More information is needed from the user either
in the form of a list of suitable vexecd servers or a criteria
which is expressed in a way that the system can automatically discover which vexecd daemons implement that criteria.
Currently, we take the former approach. Users specify a list
of suitable vexecd daemons using an environment variable,
VEXEC SVRS.
Discovery of vexecd hosts that implement suitable selection policies can be done through out-of-band means (e.g.,
posting on a web page) or it can be done semi-automatically.
We offer both approaches. The former is self-explanatory.
The latter involves using the cluster IP multicast channel to
multicast to all vexecd daemons in the system asking them
what selection policy they implement. Each vexecd, upon
receiving a such a request, returns a string that provides a
textual description of its policy which the user can then use
to construct a suitable list for setting the VEXEC SVRS environment variable.

systems, especially those that support parallel execution, is
lack of a precise error and cleanup model and insufficient
implementations of remote cleanup. REXEC addresses this
by defining a model, addressing the new failure modes associated with remote execution and parallel and distributed
programs, and providing a robust implementation.
Transparent remote execution of parallel and sequential
applications introduces new two classes of failures. First,
failures can occur in the rexec client (the local point of control) and between the rexec client and the daemons. Since
the rexec client logically represents an applications’ remote
process(es), failure of the rexec client is interpreted as failure of the application and the application is aborted. Second, failures can occur in individual processes of a parallel
or distributed program. Since for all but the most trivially
parallelizable and distributed programs there will be communication between processes and failure of one process usually
means failure of the entire application, we interpret failure of
an individual process in the program as a failure of the entire
application. While these interpretations may not be true for
all applications, we feel they are reasonable assumptions for
a large class of programs.
In general, there are many potential error and cleanup
models the system could support. However, only a handful of
them make practical sense to real applications. For example,
another useful failure model which we are considering supporting but currently do not implement is the model where
all processes are completely decoupled and we leave it up to
the application to deal with failures. Such a model might be
appropriate, for example, for a parallel application with its
own error detection and the ability to grow and shrink based
on resource availability and faults.
The implementation of the error and cleanup model is done
mainly at user-level but also involves some small kernel modifications. At user-level, the rexec client and rexecd daemons
monitor each other through their TCP connections. Upon detecting an error, the rexec client exits. Upon detecting an
error with some rexec client, rexecd frees all resources associated with that client and kills all its threads.
To ensure that proper process cleanup is performed on remote nodes, REXEC uses small modifications to the Linux
kernel to track and control a logical set of processes whose
first member is a user process forked by rexecd and other
members are descendents of that process. To do this, we
added a new system call to specify the first member of a logical set of processes (all descendents of that process inherit
the fact that they are part of the same set) and a system call to deliver signals to all members of that set, regardless of
changes in Unix process group, intermediate parents exiting
causing their children to be inherited by init, and so forth.
When performing cleanup in response to an error, REXEC
simply sends SIGKILL to all processes in the logical set of
processes, which results in all resources for all processes in
the set being freed. We also modified the wait system call to

3.5 Error and Cleanup Model
REXEC provides a well-defined error handling and cleanup
model for applications. If an error occurs on the rexec client,
in any of the remote processes, or on any of the TCP connections between the rexec client and any of the remote rexecd
daemons, the entire application exits, all resources are reclaimed, and a textual error message is printed to the user.
A common shortcoming in many previous remote execution
5

deal with logical sets of processes so a process  blocked
on a wait call waiting for another process  to exit does
not return until all processes in  ’s logical process set have
exited. This feature is used by the per-rexec-client thread
(Figure 3.2) so it returns only when all processes forked by
the user’s original process (i.e., the process which the perrexec-client thread did a fork/exec on), including itself, have
exited.
An alternative approach to cleanup, one which would have
resulted in better portability of the system, would have been
to send SIGKILL to the process group for the user’s process
that was forked by rexecd. An implementation of this approach uses standard POSIX interfaces. However, there are
limitations and consequences. The biggest limitation is the
inability to keep track of process relationships when process
groups change. An example of this is a user process forked
by rexecd which then forks a child and exits. rexecd would
keep track of the parent’s process group but since the parent has exited, the child now becomes inherited by init and
becomes a member of an orphaned process group. Consequently, it becomes impossible to send a signal to the original process group. The orphaned child will not receive it and
thus rexecd has lost track of a process. User processes could
also call setpgrp themselves and a similar problem results.
By keeping tracking process relationships in the kernel using our new system calls, we ensure that we always are able
to kill all processes associated with a user process forked by
rexecd.

3.7 Authentication and Encryption
REXEC provides user authentication and encryption of all
communication between rexec clients and rexecd daemons.
More specifically, REXEC uses the SSLeay version 0.9.0b
implementation of the Secure Socket Layer (SSL) protocol [6] for authentication and encryption of all TCP connections between these entities. Each user has a private key,
encrypted with 3DES, and a certificate containing the user’s identity and a public key that is signed by a well-known
certificate authority who verifies user identities. In our system, we use a single trusted certificate authority for certificate
signing and use user names as identifies in certificates.
Each time a user wants to run an application using REXEC, the user invokes the rexec client on the command line
and types in a passphrase which decrypts the user’s private
key. The system then performs a handshake between the
rexec client and rexecd, negotiates a cipher, uses a DiffieHellman key exchange to establish a session key, uses RSA
to verify that the user’s certificate was signed by the trusted
certificate authority, and checks that the username in the certificate exists and that it matches that of corresponding local
user ID that was propagated from the rexec client. Once the
user’s identity has been established, all communication over
the corresponding TCP connection is encrypted with 3DES
using the shared session key.

4 REXEC Applications
In this section, we present three examples of how REXEC
has been applied to provide remote execution facilities to applications. In the first example, we describe how the REXEC
system is used in its basic form to provide remote execution
for parallel and sequential jobs. In the second example, we
describe an MPI implementation using a fast communication
layer on Myrinet that uses REXEC as its underlying remote
execution facility. Finally, in the third example, we provide
an example of how REXEC has been extended to provide remote execution on Berkeley’s Millennium cluster which uses
market-based resource management techniques [4].

3.6 Parallel and Distributed Applications
REXEC supports parallel and distributed applications by allowing users to launch and control multiple instances of the
same program on multiple nodes and by providing a set of
hooks that allow parallel runtime environments to be built.
Starting #nodes instances of the same program is accomplished by adding a -n #nodes switch to the rexec client program which allows the user to specify a program should be
run on #nodes nodes of the cluster.
The hooks we provide for runtime environments are
a fairly minimal set.
Each remote process has four
environment variables set by REXEC: REXEC GPID,
REXEC PAR DEGREE, REXEC MY VNN, and REXEC SVRS. REXEC GPID is a globally unique identifier for
a particular execution of a user’s application. It is implemented as a 64-bit concatenation of the 32-bit IP address
of the interface the rexec client uses to communicate with
rexecds and the local 32-bit process ID of the rexec client. REXEC PAR DEGREE is a 32-bit integer which specifies
the number of nodes the application is running on. Within an n node program, REXEC assigns an ordering on the
nodes from 0 to REXEC PAR DEGREE - 1. On each node, REXEC MY VNN specifies the position of that node in
that ordering. Finally, REXEC SVRS contains a list of REXEC PAR DEGREE hostnames (or IP addresses) for each of
the nodes the user’s application is running on.

4.1 Parallel and Sequential Jobs
The rexec client provides the minimal amount of support
needed to transparently run and control parallel and sequential programs on a cluster. Users run the rexec client as follows: rexec -n #nodes progname arg1 arg2 .. argn, where #nodes is the number of nodes the program should be executed
on and progname arg1 arg2 .. argn is the command line the
user would type to run program progname with arguments
arg1, arg2, .., argn on a single node. Node selection is done
through use of vexecd daemons by specifying a list of suitable vexecd daemons through the VEXEC SVRS environment variable. Alternatively, if the user wants to run an application on a specific set of nodes, the user can set the REXEC SVRS environment variable. A non-null REXEC SVRS
always takes precedence over VEXEC SVRS. Parallel and
6

4.2 MPI/GM on Myrinet

distributed programs can be launched using the basic rexec
client. It is responsibility of runtime layers or the application to make use of REXEC’s environment variable support
for parallel and distributed programs to decide how data and
computation should be partitioned and how communication
between processes is established.

Using REXEC’s basic hooks for parallel and distributed programs, we modified Myricom’s MPI implementation over the
GM (MPI/GM) fast communication layer [12] to use REXEC as its underlying remote execution mechanism. MPI
rank and size are set using the REXEC PAR DEGREE and
REXEC MY VNN environment variables. Communication
is set up using REXEC GPID and REXEC SVRS to do
an all-to-all exchange of GM port names using a centralized nameserver. Upon creating a GM port, each process
binds a (key,value) = (REXEC GPID:REXEC MY VNN, GM port number) pair in the nameserver then does REXEC PAR DEGREE lookups on keys REXEC GPID:vnn (vnn = 0,1,..,REXEC PAR DEGREE-1). Since each GM network address is an IP address and a GM port number and
each process knows the hostname (IP address) to VNN mapping from REXEC SVRS, each process thus knows the GM
network address of each process in the program and can then
communicate. Using MPI/GM over REXEC, MPI programs
can be started and controlled just like any other application
run through REXEC.
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4.3 Computational Economy
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As part of the Berkeley Millennium Project, we extended the
REXEC remote execution environment to operate in the context of a market-based resource management system. In this
system, users compete for shared cluster resources in a computational economy where nodes are sellers of computational
resources, user applications are buyers, and each user sets a
willingness to pay for each application based on the personal utility of running it. By managing resources according
to personal value, we hypothesize that market-based sharing
can deliver significantly more value to users than traditional
approaches to resource management. To support a computational economy, we extended the REXEC system in three
ways. First, a new command line switch (-r maxrate) was
added to the rexec client to specify the maximum rate, expressed in credits per minute, the application is willing to
pay for CPU time. Second, rexecd was modified to use an
economic front end (a collection of functions that implement the CPU market) which performs proportional-share CPU
allocation using a stride scheduler [20] and charging of user
accounts for CPU usage. Third, we modified rexecd to include in its announcement packets the current aggregate willingness to pay of all REXEC applications competing for its
resources for building selection policies based on the economy.

Figure 3: Measured execution time to run a null parallel program with REXEC as a function of number of nodes. This graph
shows the measured execution time of a parallel program that starts and immediately exits on multiple nodes of the cluster. The
measurements illustrate the basic costs associated with running jobs through the REXEC system. The start-up and cleanup cost for
a running a single node program with REXEC is 158 ms. As the
number of nodes increases, total execution time scales linearly with
an average per-node cost of 42.8 ms.

Figure 3 illustrates the basic performance and scalability
characteristics of REXEC. It shows the measured execution
time of running a null parallel program that starts and immediately exits versus the number nodes the program was run
on. The measurements illustrate the basic costs associated
with running jobs through the REXEC system. The start-up
and cleanup cost for a running a single node program with
REXEC is 158 ms. As the number of nodes increases, total
execution time scales linearly with an average per-node cost
of 42.8 ms. Note that, to date, we have mainly focused on
other aspects of REXEC’s design as stated in Section 2. We
have not aggressively pursued performance optimizations on
the system. Thus, absolute performance numbers as shown
still have considerable room for improvement. The key point
here is that the costs are scaling linearly with the number of
nodes. Per-node costs will be optimized in a future version
of REXEC.

5 Related Work
Research efforts in remote execution environments for clusters have been going on for over a decade. Each has succeeded in addressing and to various extents solving different subsets of the key problems in remote execution systems. None
of these systems, however, has addressed the range of prob7

lems that REXEC does. Built on previous work and practical experience with a large-scale research cluster, REXEC
addresses a wide range of practical needs while providing
useful features which address important issues such as error
handling and cleanup, high availability, and dynamic cluster
configuration. To accomplish its goals, REXEC is implemented at user-level on a commodity operating system with
small modifications to the OS kernel. Such an approach is an
example of one of three distinct implementation strategies:
(i) user-level approaches (ii) modification of existing operating systems, and (iii) completely new distributed operating
systems.

port transparent remote execution. Like the other systems
described, these distributed operating systems also support
only a subset of REXEC’s features. V, for example, supports a publish-based, decentralized state announcement scheme
very much like REXEC. On the hand, V does not support
parallel applications, does not support flexible selection policies, nor does it implement strong authentication and encryption. Like MOSIX, all three of these systems support process migration which REXEC currently does not implement.
In addition, like the kernel-level implementations previously
described, these new operating systems also achieve greater
levels of transparency due to implementations at the operating system level and, in the case of Sprite and LOCUS,
cluster-wide global filesystems.

GLUnix [7], SCore-D [8], Sidle [9], Butler [13], HetNOS [3], and Load Sharing Facility (LSF) [22] are examples
of user-level implementations. Compared to REXEC, each
of these systems implements a subset of REXEC’s features.
GLUnix and Score-D, for example, are the only two systems
in the list that support parallel programs. However, both of
them also rely on centralized control and manually updated
cluster configuration. Butler and LSF support different forms
of replicated discovery and selection. However, neither supports an error and cleanup model as extensive as REXEC or
strong authentication and encryption. One notable feature
that has been implemented in some of these systems which
REXEC currently does not support is a programmatic interface to the system. GLUnix, Butler, HetNOS, and LSF, for
example, allow users to write applications which link with a
C library of remote execution related functions. Using this
model, applications such as a shell which automatically decides whether to execute a job locally or remotely have been
developed.

6 Future Work
Future work on the REXEC system comes in four areas.
First, we intend to add a programmatic interface to REXEC that exposes REXEC’s functionality to user applications
though a user library. Using this interface, one of the applications we are planning to build is a shell that understands
remote execution through REXEC and, in particular, makes
it easier and more natural for users to use the computational
economy. Second, we intend to add support for transparent
remote execution of X applications and secure tunneling of
X traffic over SSL. Techniques for implementing such support are well-known and already exist in programs such as
the secure shell client (ssh). Third, we plan to pursue performance optimizations of the system to bring per-node costs
down. As the Millennium system scales to hundreds of nodes
as planned, optimization of such costs will become increasingly important for highly parallel applications. Finally, we
intend to work on making REXEC portable across multiple
operating systems and eventually plan on making a public release of the source code so others can use it and improve on
it.

MOSIX [2], NEST [1], COCANET Unix [16], and Solaris
MC [10, 17] are examples of modifying and extending an existing operating system. Again, each of the systems supports only a subset of REXEC’s features. NEST, for example,
supports transparent remote execution but does not support
features such as dynamic cluster membership or parallel and
distributed application support. MOSIX, for example, provides transparent remote execution but does so in a fairly
limited context which is mainly targeted for load balancing
amongst a set of desktop machines to exploit idle time. One
notable feature supported by MOSIX which REXEC currently does not support is process migration. Mechanisms to implement it, however, are well-known [5, 11, 15, 19] in both
user-level and kernel-level implementations and under various constraints. Another notable difference between REXEC and these kernel-level implementations is the degree of
transparency in the remote execution system. Kernel-level
implementations can achieve greater levels of transparency
than user-level approaches. Solaris MC, for example, implements a true single system image with real global PIDs, a
global /proc filesystem, and a global cluster-wide filesystem.

7 Conclusion
To bring clusters of computers into the mainstream as
general-purpose computing systems, better facilities are
needed for transparent remote execution of parallel and sequential applications. While much research has been done
in the area of remote execution, much of this work remains
inaccessible for clusters built using contemporary hardware
and operating systems. To address this, we designed and implemented a new remote execution environment called REXEC. Building on previous work in remote execution and practical experience with the Berkeley NOW and Millennium
clusters, it provides decentralized control, transparent remote
execution, dynamic cluster configuration, decoupled node
discovery and selection, a well-defined failure and cleanup
model, parallel and distributed program support, and strong
authentication and encryption. The system is implemented
and is currently installed on a 32-node cluster of 2-way SMPs

Sprite [14], V [18, 19], and LOCUS [21] are examples
of completely new distributed operating systems which sup8

running the Linux 2.2.5 operating system. It currently serves
as the remote execution facility for market-based resource
management studies as part of the UC Berkeley Millennium
Project.

[13] N ICHOLS , D. A. Using idle workstations in a shared
computing environment. In Proceedings of the 11th
ACM Symposium on Operating Systems Principles
(1987).
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