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Abstract

Bringing clusters of computersinto the mainstreamas
general-purposeomputingsystemsrequiresthat betterfa-
cilities for transparentemoteexecutionof parallel and se-
guentialapplicationshedeveloped.While muchresearchhas
beendonein thisareamostof thiswork remaindgnaccessible
for clustersbuilt usingcontemporanhardwareandoperating
systems.Implementationsareeithertoo old and/ornot pub-
licly available, requireuseof operatingsystemswhich are
not supportedoy modernhardware, or simply do not meet
thefunctionalrequirementslemandedby practicalusein re-
al world settings.To addressheseissuesye designedREX-
EC, adecentralizedsecureremoteexecutionfacility. It pro-
videshigh availability, scalability transparentemoteexecu-
tion, dynamicclusterconfiguration,decouplechodediscov-
ery andselection a well-definedfailure and cleanupmodel,
parallelanddistributedprogramsupport,andstrongauthen-
tication and encryption. The systemis implementedandis
currentlyinstalledandin useon a 32-nodeclusterof 2-way
SMPsrunningtheLinux 2.2.50peratingsystem.

1 Intr oduction

We have designedandimplementeda new remoteexecution
ervironmentcalled REXEC ! to addresghe lack of a suf-
ficient remoteexecutionfacility for parallel and sequential
jobson clustersof computersBuilding on previouswork in
remoteexecutionandpracticalexperiencewith the Berkeley
NOW and Millennium clusters,the systemprovidesdecen-
tralizedcontrol, transparentemoteexecution,dynamicclus-
ter membershipdecouplechodediscovery and selection,a
well-definederror and cleanupmodel, supportfor sequen-

1our REXECsystemhasno relationto the 4.2 BSD rexecfunction, nor
doest haveary relationto therexeccommandisedn theButler[13] system
or therexecfunctionin NEST[1].

tial programsaswell as parallel and distributed programs,
anduserauthenticatiomandencryption.It takesadvantageof
modernsystemsechnologiessuchas IP multicastand ma-
ture OS supportfor threadsto simplify its designandim-
plementationlt is implementedalmostentirely at userlevel
with small modificationsto the Linux 2.2.5kernel. The sys-
temis currentlyinstalledandin useon a 32-nodeclusterof
2-way SMPsaspartof the UC Berkeley Millennium Project.
The restof this paperis organizedasfollows. In Section
2, we stateour designgoalsand assumptiongor the REX-
EC system. In Section3, we describethe REXEC system
architectureandour implementatioron a 32-nodeclusterof
2-way SMPsrunningtheLinux operatingsystem.In Section
4, we discussthreeexamplesof how REXEC hasbeenap-
plied to provide remoteexecutionfacilities to applications.
In Section5, we discussrelatedwork. Section6 describes
futurework andin Section7 we concludethe paper

2 DesignGoalsand Assumptions

In this sectionwe describeour designgoalsandtheassump-
tionsmadein designingREXEC. Our designgoalsarebased
onseveralyearsof practicalexperienceasusersof the Berke-

ley NOW cluster a thoroughexaminationof previous sys-

temswork in remoteexecution,anda desireto combineand

extendkey featuresin eachof the systemsnto a singlere-

moteexecutionervironment.Our goalsareasfollows:

¢ High availability. The systemshouldbe highly available
andprovide gracefuldegradationof servicein the pres-
enceof failures.

e Scalability As more nodesare addedand more appli-
cationsarerun, remoteexecutionoverheadshouldscale
gracefully

e Transpaentremoteexecution Executionon remoten-



odesshouldbe astransparenaspossible.

¢ Minimal useof static configuitionfiles Theremoteex-
ecutionsystemshouldrely on asfew staticconfiguration
filesaspossible.

e Decoupleddiscovery and selection The processof dis-
covering which nodesare in the clusterand what their
stateis shouldbe separatedrom the selectionof which
nodego run anapplicationon.

o \\ell-defined failure and cleanup models The sys-
tem shouldprovide well-definedmodelsfor failure and
cleanup.

o Parallel and distributed program support The remote
executionervironmentshouldprovide a minimal set of
hooksthatallow parallelanddistributedruntimeerviron-
mentsto be built.

e Security The systemshouldprovide userauthentication
andencryptionof all communication.

Our assumptionaretypical of remoteexecutionsystem-
s and not overly restrictingor extensive. Modern clusters
built usingoff-the-shelfhardwareand contemporarnoperat-
ing systemsareeasilyconfiguredo satisfytheseassumption-
s. Our assumptionsreasfollows:

¢ Uniform file pathnamesWe assumehatall sharediles
areaccessibl®nall nodesusingthesamepathnameand
thatmostlocal files on eachnodearealsoaccessiblein-
derthe samepathnamesge.qg.,/bin/Is).

e CompatibleOSandsoftwae configuiations We assume
all nodesin the clusterrun compatibleversionsof the
operatingsystemandhave compatiblesoftware configu-
rations.

e CommoruserlD/accountdatabaseWe assumesachus-
erhasauniqueuserlD andanaccountwhichis thesame
onall thenodesin thecluster

3 SystemAr chitecture

The REXEC systemarchitecturels organizedaroundthree
typesof entities:rexecd a daemorwhich runson eachclus-

ter node; rexeg a client programthat usersrun to execute
jobsusingREXEC; andvexecd a replicateddaemornwhich

provides nodediscovery and selectionservices(Figure 1).

Usersrunjobsonthe systemusingtherexecclient. Therex-

ecclientperformstwo functions:(i) selectionof nodesbased
on userpreferencege.g.,lowestCPU load) and (ii) remote
executionof the users applicationon thosenodesthrough
direct SSL-encryptedrCP connectiongo noderexecddae-
mons. REXEC is implementedand currently installedand
runningon a 32-nodeclusterof 2-way Dell Poveredge2300
SMPsrunning a modified versionof the Linux 2.2.5oper

ating system. In this section,we provide detailson the key

featuresof REXECandshav how thesefeaturesaddres®ur

designgoals.

3.1 DecentralizedControl

REXEC usesdecentralizeccontrol for graceful scaling of
systemoverheadas more clusternodesare addedand more
applicationsare beingrun. Upon selectinga setof remote
nodesto run on, the rexec client opensTCP connectiongo
eachof thenodesandexecutesheremoteexecutionprotocol
with therexecddaemondlirectly. Thesedirectclientto dae-
mon connectionsallow the work (e.g.,forwardingto stdin,
stdout,andstderr networking andprocessesourcesgtc.) of
managinghe remoteexecutionto bedistributedbetweerthe
rexec client andthe rexecd daemons.With a large number
of nodes,having a centralizedentity actasan intermediary
betweerusersandclusternodescaneasilybecomea bottle-
neckassinglenoderesourcedecomeanissue.Our scheme
avoidsthis problemby distributing this work.

In additionto scalability a decentralizedlesignby defi-
nition avoids single pointsof failure. By freeingusersfrom
dependingon intermediateentitiesto accesshe nodesthey
needto run their programswe ensurethatary functionaln-
odein the systemwhich is reachableover the network and
running an rexecd daemoncan always be usedto run user
applications. REXEC can have ary numberof “front end”
machines. This is in contrastto previous systemssuchas
GLUnix [7] andSCore-D[8], which usea centralizedentity
astheintermediarybetweerclientsandthecluster In GLU-
nix, for example,whenthe mastercrashesall 115 nodesof
the Berkeley NOW clusterbecomeunavailablefor running
programsthroughthe GLUnix system.In practice,central-
ized entitieswith no backupor failover capabilitiescande-
creasesystemavailability significantly

3.2 Transparent RemoteExecution

REXEC providestransparentemoteexecutionwhich allows
processesunningon remotenodesto executeand be con-
trolled asif they wererunninglocally. It usesfour mecha-
nismsto accomplishthis: (i) propagatiorand recreationof
the users local ervironmenton remotenodes (ii), forward-
ing of local signalsto remoteprocesses(iii) forwarding of
stdin, stdout,andstderrbetweentherexecclientandremote
processesnd (iv) local job control to control remotepro-
cesses.

The implementationof these mechanismsis centered
arounda collectionof rexec client and perrexec-clientrex-
ecdthreads. Referringto Figure 2, propagationandrecre-
ation of the users local ervironmentis doneby having the
nodethreadin rexecpackageuptheuserslocal environment
andhaving therexecthreadin rexecdrecreatst afterforking
andbeforeexecingthe users job. Forwardingof local sig-
nalsandstdinis doneby having the signalsthreadandstdin
threadin rexec forward signalsand stdin to eachof the re-
motestdin/sigthreadsn therexecdswhichthendeliverthem
to the users applicationusing signalsand Unix pipes. For-
wardingof remotestdoutandstderris doneby having stdout
andstderrthreadsn rexecdreadfrom stdoutandstderrUnix
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Figure 1: Overall organization of the REXEC remoteexecutionernvironment. The systemis organizedaroundthreetypesof entities:
rexecd a daemonwhich runs on eachclusternode; rexeg a client programthat usersrun to executejobs using REXEC; and vexecd a
replicateddaemonwhich providesnodediscovery andselectionservices.Usersrun jobsin REXEC usingthe rexec client which performs
two functions: (i) selectionof which nodesto run on basedon userpreferenceand (ii) remoteexecutionof the users applicationon those
nodesgthroughdirectSSL-encrypted CPconnectionso thenoderexecddaemonsin this example therearefour nodesn thesystem:nodel,
node2 node3,andnodedandtwo instance®f vexecd,eachof which implementsalowestCPUload policy. A userwishesto runaprogram
calledindexer on the two nodeswith the lowestCPU load. Contactinga vexecddaemonyexec obtainsthe namesof the two machineswith

the lowestCPU load, nodeland node2. rexec thenestablishesSSL-encrypted CP connectionglirectly to thosenodesto run indexer on

them.

pipesconnectedo the users processandforward that data
backto nodethreadsn therexecclient. Local job controlis
doneby forwarding signalsas usualbut also by translating
certainsignalsto oneswhich have meaningfor remotepro-
cesseqiot attachedo a terminal. (For example,SIGTSTP
(C-z)is translatedo SIGSTOR)

3.3 Dynamic Cluster Membership

REXEC usesa dynamicclustermembershigserviceto dis-
cover nodesasthey join andleave the clusterusinga well-
known clustermulticastaddressin ourexperiencewith large
clustersof computersye have foundthatovertime thesetof
available nodestendsto vary asnodesare added,removed,
rebooted,and so forth. Using static configurationfiles or
manualintervention to track cluster membershipis error
proneandinefficient. A dynamicmembershigservicebased
on multicastavoids this and also hasthe desirableproper
ty that processesancommunicatewith interestedrecevers
without explicitly namingthem. Sendersvho wish to com-
municateinformationsimply sendit onthe multicastaddress
with a uniquemessagaype. Interestedpartiescanelectto

receveandinterpretinformationof interesthy examiningin-
comingmessageypes. If necessaryprocessesanevenuse
themulticastchanneto bootstragpoint-to-pointconnection-
S.

Approximatemembershipf the clusteris maintainedoy
replicatedvexecddaemondy usingthe receptionof a mul-
ticastrexecd announcemenpaclet as a sign that a nodeis
available andthe non-receptiorof anannouncementver a
smallmultiple of a periodicannouncemerihterval asa sign
thata nodeis unavailable.Eachrexecdsendsannouncement
pacletsperiodically(onceevery minute)andalsowheneera
significantchangen stateis obsened. Currently announce-
mentsbasedn statechangesresentfor job arrivalsandjob
departuresvexecddaemonsgliscover andmaintainthe node
membershign the clusterby cachingandtiming out node
announcemeribformation.

3.4 DecoupledDiscovery and Selection

REXEC decouplesnode discovery from the selection of
whichnodesanapplicationshouldrunon. Replicatedvexecd
daemonsreresponsibldor discoseringandmaintainingthe
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Figure2: Inter nal thr eadstructur e and data flows for rexecand rexecd.rexecconsistof a stdinthreadfor forwardingof stdin,asignals
threadfor forwardingof signals,andonenodethreadper nodefor managingremoteprocessexecutionincluding propagatiorof the users
ervironment,the requesto startthe users application,printing remotelyforwardedstdoutandstderrto the users local terminal,receving
heartbeapaclets(andrexecclient monitoringof the TCP connection) andreceving the exit statusof the remoteprocess(In this example,
rexecis running’/bin/ls -I' on a singlenodesothereis only onenodethread.)rexecd consistsof a main threadwhich createsew threads
for new rexecclientsandmaintainsalist of runningjobs,anannouncehreadfor sendingmulticaststateannouncementsnda collectionof
perrexec-clientthreads Theseperrexec-clientthreadsncludeanrexecthreadfor the client, theuserprocesgorked andexecedby therexec
thread a stdin/signalshreadfor forwardingstdin/signalsrom rexecto the userprocessstdoutandstderrthreadsfor forwardingstdoutand
stderrfrom the userprocesgo rexec,anda heartbeathreadfor sendingof periodicheartbeapacletsto detectfailuresin the SSL-encrypted
TCPconnectiorbetweerrexecandrexecd.



nodemembershipf the cluster Within onestateannounce-
mentperiod,anew vexecddiscoverstheentireinstantaneous
membershipof the cluster With multiple vexecddaemons
keepingtrackof all the nodes their configurationandstate,
aselectionpolicy is simply amappingthatappliessomecri-
teriato thatlist of availablehostsandreturnsa setof hosts.

Becausaiseranayhave differentcriteriain how they want
nodesto be selectedor their applicationsdiscovery ands-
electionaredecoupled.The vexecddaemonswhich do dis-
covery canimplementany numberof selectionpolicies. The
ideawith vexecdsimplementingselectionservicesaswell is
thatwe ervision that mostuserswill probablychoosefrom
a small setof policiesin decidingwhereto run their appli-
cations.In acommunitycomposedargely of scientificcom-
putingusersfor example JowestCPUload may bethe most
commoncriteria.

vexecdsprecomputeand cacheorderingson the list of
available nodesso clients can quickly obtainthe resultsof
commonselectiorpolicies. Undermostcircumstancesjser
s will contactprewritten vexecd daemonsaskingfor the n
“best” nodes,wherebestis definedaccordingto somese-
lection criteria. The vexecdssimply returnthe top n nodes
on their orderedlist, which is recomputeceachtime a state
changeoccurswith adjustmentsvexecds(andendusers)re
freeto implementarbitrarily complex selectionpolicies.

Sinceuserswill wantto usevexecdsbasedon the selec-
tion policiesthe vexecdsimplement,the discovery of vex-
ecddaemonsanduseof their servicescannotbe completely
transparentMore informationis neededrom the usereither
in the form of a list of suitablevexecdsenersor a criteria
whichis expressedn away thatthe systemcanautomatical-
ly discover which vexecd daemonsmplementthat criteria.
Currently we take the formerapproach.Usersspecifya list
of suitablevexecd daemonaisingan ervironmentvariable,
VEXEC_SVRS.

Discovery of vexecdhoststhatimplementsuitableselec-
tion policies can be donethroughout-of-bandmeans(e.g.,
postingonawebpage)or it canbe donesemi-automatically
We offer both approaches.The former is self-explanatory
The latter involvesusingthe clusterlP multicastchannelto
multicastto all vexecddaemonsn the systemaskingthem
what selectionpolicy they implement. Eachvexecd, upon
receving a sucha request,returnsa string that providesa
textual descriptionof its policy which the usercanthenuse
to constructa suitablelist for settingthe VEXEC_SVRSen-
vironmentvariable.

3.5 Error and Cleanup Model

REXEC providesa well-definederror handlingand cleanup
modelfor applicationsIf anerroroccursontherexecclient,
in ary of theremoteprocessesronary of theTCPconnec-
tions betweenthe rexecclient andary of the remoterexecd
daemonsthe entire applicationexits, all resourcesare re-
claimed,and a textual error messageés printedto the user
A commonshortcomingn mary previousremoteexecution

systemsespeciallythosethat supportparallel execution,is
lack of a preciseerror and cleanupmodel and insufficient
implementation®f remotecleanup. REXEC addressethis
by defininga model, addressinghe new failure modesas-
sociatedwith remoteexecutionand paralleland distributed
programsandproviding a robustimplementation.

Transparentemoteexecution of parallel and sequential
applicationsintroducesnew two classesof failures. First,
failurescanoccurin therexecclient (the local point of con-
trol) and betweenthe rexec client and the daemons. Since
therexec client logically representsn applications’remote
process(es)ailure of the rexec client is interpretedasfail-
ure of the applicationand the applicationis aborted. Sec-
ond, failurescanoccurin individual processesf a parallel
or distributed program. Sincefor all but the mosttrivially
parallelizableanddistributedprogramgherewill becommu-
nicationbetweerprocesseandfailureof oneprocessisually
meandailureof theentireapplicationwe interpretfailure of
anindividual processn the programasa failure of theentire
application. While theseinterpretationgnay not be true for
all applicationswe feel they arereasonablassumption$or
alargeclassof programs.

In general,there are mary potential error and cleanup
modelsthesystenmcouldsupport.However, only ahandfulof
themmake practicalsenseo realapplications For example,
anotherusefulfailure modelwhich we are consideringsup-
porting but currently do not implementis the modelwhere
all processearecompletelydecouplecandwe leave it up to
the applicationto dealwith failures. Sucha modelmight be
appropriate for example,for a parallelapplicationwith its
own error detectionandthe ability to grow andshrinkbased
onresourceavailability andfaults.

Theimplementatiorof theerrorandcleanupmodelis done
mainly atuserlevel but alsoinvolvessomesmallkernelmod-
ifications. At userlevel, therexecclientandrexecddaemons
monitoreachotherthroughtheir TCP connectionsUponde-
tecting an error, the rexec client exits. Upon detectingan
errorwith somerexecclient, rexecdfreesall resourcesisso-
ciatedwith thatclientandkills all its threads.

To ensurehatproperproces<leanupis performedon re-
mote nodes,REXEC usessmall modificationsto the Linux
kernelto track and control a logical setof processesvhose
first memberis a userprocessforked by rexecd and other
membersare descendentsf that process. To do this, we
addeda new systemcall to specifythefirst memberof alog-
ical setof processegall descendentsf that procesdnherit
the factthatthey arepartof the sameset)anda systemcal-
| to deliver signalsto all membersof that set, regardlessof
changesn Unix procesggroup,intermediateparentsexiting
causingtheir childrento be inheritedby init, andso forth.
When performingcleanupin responsdo an error, REXEC
simply sendsSIGKILL to all processe#n the logical setof
processesyhich resultsin all resourcedor all processen
the setbeingfreed. We alsomodifiedthe wait systemcall to



dealwith logical setsof processeso a processp, blocked
on a wait call waiting for anotherprocessp, to exit does
notreturnuntil all processe p,’s logical processethave
exited. This featureis usedby the perrexec-clientthread
(Figure 3.2) soit returnsonly whenall processes$orked by
the users original process(i.e., the processwhich the per
rexec-clientthreaddid a fork/execon), includingitself, have
exited.

An alternatie approacho cleanuppnewhichwould have
resultedin betterportability of the systemwould have been
to sendSIGKILL to the procesgyroupfor the users process
that was forked by rexecd. An implementationof this ap-
proachusesstandardPOSIXinterfaces.However, thereare
limitations and consequencesThe biggestlimitation is the
inability to keeptrack of procesgelationshipavhenprocess
groupschange.An exampleof this is a userprocesdorked
by rexecdwhich thenforks a child andexits. rexecdwould
keeptrack of the parents processgroup but sincethe par
ent hasexited, the child now becomesnheritedby init and
becomesa memberof an orphanedprocessggroup. Conse-
guently it becomesmpossibleto senda signalto the origi-
nal procesgroup. Theorphanechild will notreceveit and
thusrexecdhaslost trackof a processUserprocessesould
also call setpgrpthemselesanda similar problemresults.
By keepingtracking processrelationshipsn the kernelus-
ing our new systemcalls, we ensureghatwe alwaysareable
to kill all processeassociatedvith a userprocesgorkedby
rexecd.

3.6 Parallel and Distrib uted Applications

REXEC supportgparallelanddistributedapplicationsby al-
lowing usersto launchand control multiple instancef the
sameprogramon multiple nodesand by providing a setof
hooksthat allow parallel runtime ervironmentsto be built.
Starting #nodesinstancesof the sameprogramis accom-
plishedby addinga -n #nodesswitchto therexecclient pro-
gramwhich allows the userto specifya programshouldbe
runon#nodesodesof thecluster

The hooks we provide for runtime ervironments are
a fairly minimal set. Each remote processhas four
ervironment variables set by REXEC: REXEC.GPID,
REXEC PAR_DEGREE, REXECMY VNN, and REX-
EC_SVRS.REXEC_GPID s aglobally uniqueidentifier for
a particularexecutionof a users application. It is imple-
mentedas a 64-bit concatenatiorof the 32-bit IP address
of the interfacethe rexec client usesto communicatewith
rexecdsand the local 32-bit processID of the rexec clien-
t. REXEC_PAR_DEGREE:is a 32-bitintegerwhich specifies
the numberof nodesthe applicationis runningon. With-
in an n nodeprogram,REXEC assignsan orderingon the
nodesfrom 0 to REXEC PAR_.DEGREE- 1. On eachn-
ode,REXEC_MY _VNN specifieghepositionof thatnodein
thatordering.Finally, REXEC.SVRScontainsalist of REX-
EC_PAR_DEGREEhostnamegor IP addressespr eachof
thenodestheusers applicationis runningon.

3.7 Authentication and Encryption

REXEC provides userauthenticatiorand encryptionof all
communicatiorbetweenrexec clientsandrexecd daemons.
More specifically REXEC usesthe SSLeayversion0.9.0b
implementationof the SecureSoclet Layer (SSL) proto-
col [6] for authenticatiorandencryptionof all TCP connec-
tions betweentheseentities. Eachuserhasa private key,
encryptedwith 3DES, and a certificatecontainingthe us-
er’sidentity anda public key thatis signedby awell-known
certificateauthoritywho verifiesuseridentities. In our sys-
tem,we useasingletrustedcertificateauthorityfor certificate
signinganduseusernamesasidentifiesin certificates.

Eachtime a userwantsto run an applicationusing REX-
EC, the userinvokesthe rexec client on the commandine
andtypesin a passphrasahich decryptsthe users private
key. The systemthen performsa handshak betweenthe
rexec client and rexecd, nggotiatesa cipher, usesa Diffie-
Hellmankey exchangeo establisha sessiorkey, usesRSA
to verify thatthe users certificatewassignedby the trusted
certificateauthority andcheckghattheusernamen the cer
tificate existsandthatit matcheghatof correspondindocal
userlD thatwaspropagatedrom the rexecclient. Oncethe
users identity hasbeenestablishedall communicatiorover
the corresponding CP connectionis encryptedwith 3DES
usingthe sharedsessiorkey.

4 REXEC Applications

In this section,we presentthree examplesof how REXEC

hasbeenappliedto provide remoteexecutionfacilitiesto ap-

plications.In thefirst example we describehow theREXEC

systemis usedin its basicform to provide remoteexecution
for parallelandsequentiajobs. In the secondexample,we

describeanMPI implementatiorusingafastcommunication
layer on Myrinet thatusesREXEC asits underlyingremote
executionfacility. Finally, in the third example,we provide

anexampleof how REXEChasbeenextendedo providere-

moteexecutionon Berkeley’s Millennium clusterwhich uses
market-basedesourcananagemertechnique$4].

4.1 Parallel and SequentialJobs

The rexec client provides the minimal amountof support
neededo transparentlyun andcontrol parallelandsequen-
tial programson a cluster Usersrun the rexecclient asfol-
lows: rexec-n #nodegprognamearglarg2.. argn,where#n-
odesis the numberof nodeghe programshouldbe executed
on andprognameargl arg?2 .. argnis the commandine the
userwould type to run programprognamewith arguments
argl, ag2, .., argn on asinglenode. Nodeselectionis done
throughuseof vexecddaemondy specifyinga list of suit-
able vexecd daemonghroughthe VEXEC_SVRS erviron-
mentvariable. Alternatively, if the userwantsto run anap-
plicationonaspecificsetof nodestheusercansetthe REX-
EC_SVRSenvironmentvariable.A non-nullREXEC SVRS
always takes precedencever VEXEC_SVRS. Parallel and



distributed programscan be launchedusing the basicrexec
client. It is responsibilityof runtime layersor the applica-
tion to make useof REXEC’s ervironmentvariablesupport
for parallelanddistributed programso decidehow dataand
computationshouldbe partitionedandhow communication
betweerprocessess established.
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Figure 3: Measured executiontime to run a null parallel pro-
gram with REXEC asa function of number of nodes.Thisgraph
shawvs the measuredexecutiontime of a parallel programthat s-
tarts andimmediatelyexits on multiple nodesof the cluster The
measuremenifiustratethe basiccostsassociatedvith runningjob-
s throughthe REXEC system. The start-upand cleanupcost for
arunninga single nodeprogramwith REXEC is 158 ms. As the
numberof nodesncreasedotal executiontime scaledinearly with
anaveragepernodecostof 42.8ms.

Figure 3 illustratesthe basicperformanceand scalability
characteristicef REXEC. It shavs the measuredxecution
time of runninganull parallelprogramthatstartsandimme-
diately exits versusthe numbernodesthe programwasrun
on. The measurementslustrate the basiccostsassociated
with runningjobsthroughthe REXEC system.The start-up
and cleanupcostfor a runninga single node programwith
REXEC s 158 ms. As the numberof nodesincreasestotal
executiontime scaledinearly with anaveragepernodecost
of 42.8 ms. Note that, to date,we have mainly focusedon
otheraspect®f REXEC's designasstatedin Section2. We
have notaggressiely pursuedperformanceoptimizationson
the system. Thus, absoluteperformancenumbersas shovn
still have considerabl@oomfor improvement. Thekey point
hereis thatthe costsarescalinglinearly with the numberof
nodes. Pernodecostswill be optimizedin a future version
of REXEC.

4.2 MPI/GM on Myrinet

UsingREXEC's basichooksfor parallelanddistributedpro-

gramswe modifiedMyricom’s MPIl implementatioroverthe
GM (MPI/GM) fastcommunicatiorlayer[12] to useREX-

EC as its underlying remote execution mechanism. MPI

rank andsize aresetusingthe REXEC_PAR_DEGREEand
REXEC MY _VNN environmentvariables. Communication
is set up using REXEC.GPID and REXEC.SVRS to do

an all-to-all exchangeof GM port namesusing a central-
ized namesergr. Upon creatinga GM port, eachprocess
bindsa (key,value)= (REXEC GPID:REXECMY _VNN, G-

M port number) pair in the namesergr then does REX-

EC_PAR_DEGREElookupsonkeysREXEC_GPID:vnn(vn-

n=0,1,..,REXECPAR_.DEGREE-1). SinceeachGM net-
work addresds an IP addressanda GM port numberand
eachprocesknowsthehostnaméIP addressjo VNN map-
ping from REXEC_SVRS,eachprocesghusknows the GM

network addres®f eachprocessn theprogramandcanthen
communicateUsing MPI/GM over REXEC, MPI programs
canbe startedand controlledjust like ary otherapplication
runthroughREXEC.

4.3 Computational Economy

As partof the Berkeley Millennium Project,we extendedhe
REXECremoteexecutionervironmentto operatén thecon-
text of a market-basedesourcananagemengystem.In this
systemuserscompeteor sharecclusterresourcesn acom-
putationaleconomywherenodesaresellersof computational
resourcesuserapplicationsare buyers,andeachusersetsa
willingnessto payfor eachapplicationbasedon the person-
al utility of runningit. By managingresourcesaccording
to personalalue,we hypothesizeéhatmarket-basedharing
candeliver significantlymorevalueto usersthantraditional
approacheso resourcemanagement.To supporta compu-
tationaleconomy we extendedthe REXEC systemin three
ways. First, a newv commandline switch (-r maxrate)was
addedto the rexec client to specifythe maximumrate, ex-
pressedn creditsper minute, the applicationis willing to
pay for CPUtime. Secondrexecdwasmodifiedto usean
economidront end(a collectionof functionsthatimplemen-
t the CPU market) which performsproportional-shar€PU
allocationusinga strideschedulef20] andchaging of user
accountsfor CPU usage. Third, we modifiedrexecdto in-
cludein its announcemengacletsthecurrentaggreyatewill-
ingnessto pay of all REXEC applicationscompetingfor its
resourcedor building selectionpoliciesbasednthe econo-
my.

5 RelatedWork

Researclefforts in remoteexecutionenvironmentsfor clus-
tershave beengoingonfor overadecadeEachhassucceed-
edin addressin@ndto variousextentssolvingdifferentsub-
setsof the key problemsin remoteexecutionsystemsNone
of thesesystemshowever, hasaddressethe rangeof prob-



lemsthat REXEC does. Built on previous work and prac-
tical experiencewith a large-scaleresearclclusteyf REXEC
addresses wide rangeof practicalneedswhile providing

usefulfeatureswhich addressmportantissuessuchaserror
handlingandcleanup high availability, anddynamiccluster
configuration. To accomplishits goals, REXEC is imple-
mentedat userlevel on a commodityoperatingsystemwith

smallmodificationgo the OSkernel. Suchanapproachs an
exampleof one of threedistinctimplementationstrateies:
(i) userlevel approachesi) modificationof existing operat-
ing systemsand (iii) completelynew distributed operating
systems.

GLUnix [7], SCore-D[8], Sidle [9], Butler [13], Het-
NOS[3], andLoad SharingFacility (LSF)[22] areexamples
of userlevel implementations.Comparedo REXEC, each
of thesesystemsmplementsa subseif REXEC's features.
GLUnix andScore-D for example,arethe only two systems
in thelist that supportparallelprograms.However, both of
themalsorely on centralizedcontrol and manuallyupdated
clusterconfiguration.ButlerandLSF supportifferentforms
of replicateddiscovery andselection.However, neithersup-
portsanerrorandcleanupmodelasextensve asREXEC or
strong authenticationand encryption. One notablefeature
that hasbeenimplementedn someof thesesystemswhich
REXEC currentlydoesnot supportis a programmatidnter-
faceto the system.GLUnix, Butler, HetNOS,and LSF, for
example,allow usersto write applicationswvhich link with a
C library of remoteexecutionrelatedfunctions. Using this
model,applicationssuchasa shell which automaticallyde-
cideswhetherto executea job locally or remotelyhave been
developed.

MOSIX [2], NEST[1], COCANETUnix [16], andSolaris
MC [10,17] areexamplesof modifying andextendinganex-
isting operatingsystem.Again, eachof the systemsupport-
s only a subsetof REXEC's features. NEST, for example,
supportstransparentemoteexecutionbut doesnot support
featuressuchasdynamicclustermembershipr paralleland
distributed applicationsupport. MOSIX, for example, pro-
vides transparentemote executionbut doesso in a fairly
limited context which is mainly targetedfor load balancing
amongst setof desktopmachinedo exploit idle time. One
notablefeaturesupportedy MOSIX whichREXECcurrent-
ly doesnot supportis processnigration. Mechanismgo im-
plementit, however, are well-known [5,11,15,19] in both
userlevel andkernel-level implementationandundervari-
ous constraints. Another notabledifferencebetweenREX-
EC andthesekernel-lesel implementationss the degreeof
transpareng in the remoteexecutionsystem. Kernel-level
implementationsan achieve greaterlevels of transpareng
thanuserlevel approachesSolarisMC, for example,imple-
mentsa true single systemimagewith real global PIDs, a
global/procfilesystemandaglobalclusterwide filesystem.

Sprite [14], V [18,19], and LOCUS [21] are examples
of completelynew distributedoperatingsystemsawvhich sup-

port transparentemoteexecution. Like the other systems
described thesedistributed operatingsystemsalso support
only asubsebf REXEC'sfeatures, for example,support-
sapublish-basedjecentralizedtateannouncemergcheme
very muchlike REXEC. On the hand,V doesnot support
parallelapplicationsdoesnot supportflexible selectiorpoli-
cies,nordoesit implementstrongauthenticatiomndencryp-
tion. Like MOSIX, all threeof thesesystemssupportpro-
cesgnigrationwhich REXEC currentlydoesnotimplement.
In addition,lik e the kernel-level implementationpreviously
describedthesenew operatingsystemsalsoachieve greater
levels of transpareng due to implementationsat the oper
ating systemlevel and, in the caseof Sprite and LOCUS,
clusterwide globalfilesystems.

6 Future Work

Future work on the REXEC systemcomesin four areas.
First, we intend to add a programmaticinterfaceto REX-
EC thatexposesREXEC's functionality to userapplications
thougha userlibrary. Usingthis interface,oneof the appli-
cationswe are planningto build is a shell that understands
remoteexecutionthroughREXEC and,in particular makes
it easierandmorenaturalfor usersto usethe computational
economy Secondwe intendto add supportfor transparent
remoteexecutionof X applicationsand securetunnelingof
X traffic over SSL. Techniquedor implementingsuchsup-
port are well-known and alreadyexist in programssuchas
the secureshell client (ssh). Third, we planto pursueper
formanceoptimizationsof the systento bring pernodecosts
down. As theMillennium systenrscalego hundredof nodes
asplanned optimizationof suchcostswill becomeincreas-
ingly importantfor highly parallelapplications.Finally, we
intendto work on makingREXEC portableacrossmultiple
operatingsystemsandeventuallyplanon makingapublicre-
leaseof the sourcecodeso otherscanuseit andimprove on
it.

7 Conclusion

To bring clusters of computersinto the mainstreamas
general-purposecomputing systems, better facilities are
neededor transparentemoteexecutionof paralleland se-
guentialapplications. While muchresearcthasbeendone
in the areaof remoteexecution,muchof this work remains
inaccessibldor clustersbuilt usingcontemporanhardware
andoperatingsystemsTo addresshis, we designedandim-

plementedanen remoteexecutionenvironmentcalledREX-

EC.Building onpreviouswork in remoteexecutionandprac-
tical experiencewith the Berkeley NOW and Millennium

clustersijt providesdecentralize@ontrol, transparentemote
execution, dynamic cluster configuration,decouplednode
discovery and selection,a well-definedfailure and cleanup
model, parallelanddistributed programsupport,andstrong
authenticatiorand encryption. The systemis implemented
andis currentlyinstalledona32-nodeclusterof 2-way SMPs



runningtheLinux 2.2.50peratingsystem It currentlysenes
as the remoteexecutionfacility for market-basedesource
managemengtudiesaspartof the UC Berkeley Millennium

Project.
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